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Abstract

This paper addresses the issue of event-driven state-feedback controller design for networked switched systems in
the finite-time sense. At the plant design level, the synchronism between switched systems and the corresponding
controllers is guaranteed by introducing a mode-decision unit at the actuator side. Through intensive time interval
analysis approach, the switched system, the event-triggered scheme, transmission delays and cyber attacks are unified
into a new closed control system. Sufficient conditions are developed to ensure the networked switched system finite-
time bounded by constructing a proper Lyapunov function. Then, the design methods for switched sub-controllers,
optimal event-triggered parameters and restrictive average dwell-time switching law are presented. It is worth pointing
out that the main results not only contribute to optimize limited network resources but also improve the system security
level, which is validated through an illustrative example of a boost converter circuit.

Keywords: Event-triggered mechanism; Switched system; Finite-time stability; Cyber attack; Network-induced
delay

1. Introduction

In recent years, networked control systems (NCSs) have experienced an increasing attention
owing to the advantages of low cost, high flexibility, convenient installation and maintenance [1-
4]. Nevertheless, the characteristic of network may bring some intractable problems, i.e., network-
induced delay, data loss and disorder, network congestion, and so on. To optimize the network
resources, event-triggered mechanisms (ETMs) in various forms have been developed [1, 5, 6],
which take the veritable needs of control systems into consideration and provide an effective so-
lution to exclude the Zeno behaviour [7]. The authors in [8] presented a network-based model
for offshore structures and investigated the relevant event-driven H,, reliable control problem. [9]
and [10] were concerned with the event-driven H,, filtering for neural networks and Markov jump
systems. [11] and [12] studied the decentralized filtering or control problems for NCSs with event-
based strategies. In [13], the probabilistic-constrained filtering problem was investigated under an
improved event-triggered scheme. [14] addressed the event-based consensus tracking problem for
higher order stochastic nonlinear multiagent systems. Although the effectiveness of ETMs is veri-
fied adequately, how to design the specific event-triggered schemes for various application systems
is a problem deserving of further investigation.
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As a kind of hybrid systems, the switched system, has drawn sufficient attention of researchers
due to their favourable potential in practical applications, such as robot control systems [15],
electronic circuits [16], and aircraft control systems [17]. Recently, it is a hot topic to combine
switched systems with other control systems, for instances, multiagent systems [18, 19] and NCSs
[20-25], especially with event-driven strategies. It is not just a simple superposition of the two
systems while the combination brings more interesting and challenging problems due to its hy-
brid nature. The focus is layed not only on the establishment of physical plants but also the
design of controllers. The event-triggered control of switched linear systems was early studied in
[26]. In the framework, no more than one switching was permitted within a defined trigger in-
terval, which resulted in too much conservativeness. [21] was concerned with the event-triggered
finite-time stability of networked switched systems, in which the mode and state information of
switched systems were sent into the controller through separate channels. In [22], the stabilisation
of switched linear systems was analysed by a fixed-value event-triggered mechanism. Neverthe-
less, the network-induced delay is not taken into consideration in [20-22], which is of practical
significance. Relatively, [23], [24], and [25] took the transmission delay and asynchronous switch-
ing phenomenon into consideration. The mode and state information of switched systems are sent
into the controllers through networks simultaneously, which inversely makes the modeling process
rather complex. It is worth pointing out that the research work for networked switched systems is
still far from being fully investigated, which is the main motivation of this paper.

In terms of stability control theory, primary research work in the literature is focused on con-
ventional Lyapunov asymptotic stability (LAS). Nevertheless, in some specific applications, such
as military systems, aero systems, etc, LAS is not satisfactory while short-time stability should
be guaranteed in the first place. That is, the system is Lyapunov stable but disabled due to tran-
sient uncertainties. In this view, a potential analytical method of finite-time boundedness (FTB)
was developed in [27], and more and more comprehensive attentions have been taken to FTB
nowadays [28-32]. In regards to networked switched systems concerned in this paper, some pre-
liminary work has been conducted in [20-23]. Nevertheless, it is still largely open for the design
of event-triggered controllers for networked switched systems in the finite-time sense.

Compared with conventional systems, NCSs are vulnerable to cyber attacks due to the specific
usage of communication networks [33]. To ensure the transmission efficiency, the sampled data
is usually transmitted over network without security mechanisms, which gives possiable access
to attackers. ‘Much emphysis has been placed on the security control for NCSs [34-38]. The
authors in [36] investigated the event-triggered H,, control for multiarea power systems under
hybrid cyber attacks. [37] was concerned with the resilient filter design for cyber-physical systems
under deception attacks. [38] pointed out that smart grid with hybird communication networks was
more vulnerable to hybrid cyber attacks. Generally, the deception attack can easily degrade the
system performance and escape from the existing attack detection mechanism due to its distinctive
nature. Hence, the deception attack brings a huge challenge for the design of controllers. However,
when it comes to the issue of networked switched systems, few results in the literature are available
till now, which also motivates us in this paper.

This paper devotes to the event-driven controller design of networked switched systems in
the finite-time sense. The main contributions of this paper are highlighted as follows: (1) A
novel event-triggered communication scheme is constructed with the mode and state information
of switched systems sent separately in the physical plant. It provides a solution to exclude the
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asynchronous switching phenomenon; (2) Through intensive time interval analysis approach, the
switched system, the event-triggered scheme, cyber attacks and transmission delays are unified
into a new closed control system; (3) Sufficient conditions for FTB are presented with the con-
trollers and the weight of ETM developed by Lyapunov theory, and the effectiveness is verified
through an example of a boost converter circuit.

The remainder of the paper is organized as follows. Section 2 introduces the concerned system
and presents the co-design of the controller and ETM. In Section 3, sufficient conditions for finite-
time boundedness are derived, and then the state-feedback controller design is performed. Section
4 demonstrates the effectiveness of theoretical results by an illustrative example.

Notations: R" refers to the n dimensional Euclidean space while R denotes a m X n real ma-
trices. diag{A, B} represents the block-diagnal matrix. || - || stands for the Euclidean vector norm.
For a symmetric matrix W, A,,,,(W) and A,,,.(W) refer to the minimum and maximum eigenvalue
of matrix W. ¢£,[0, co) means the space of square-integrable vector functions over [0, 00). So,

Yw(t) € (5[0, ), w(f) can be defined by || w(?) ||,= \/ fooo Wl (t)w(t)dt.

2. Problem Formulation

In this part, we first illustrate the control framework for a networked swithed system. Taking the
characteristics of the switched system into consideration, an appropriate event-triggered scheme is
designed under network-induced delays and cyber attacks. Then, an unified model for the switched
system is presented.

2.1. Physical Plant
In this paper, the following switched linear system is considered:

X(1) = Apx(t) + Bypyu(t) + Eqye (1) (D

where x(#) € R" is the state vector, u(f) € R™ represents the state-feedback control input while
w(t) € ,[0,00) denotes the disturbance input vector. Ay, By, Exr are known real matrices
with appropriate dimensions. o (¢) : [0,00) = £ = {1,2,---, L} is a sectional-continuous function
representing the switching signal, which can be further defined as o (¢) = { (ly, o (lp)), (L1, 0(ly)),
ey (g o(ly), -y with Iy = 0. {l,} are switching instants. That is, when ¢ € [l,[,.1), the
subsystem o(/,) 1s active.

As shown in Fig. 1, the sampled state information is sent to the controller over a wireless
network, which is vulnerable to cyber attacks. To optimize communication resources, an event-
triggered mechanism with proper triggering conditions needs to be designed. Once an event oc-
curs, the sampled data is sent to the controller. The updated control singnal is connected to the
actuator and holden by the zero-order-hold (ZOH) till next data coming. To simplify and clarify
the exposition below, the following assumptions are made.

Assumption 2.1. For a given interval [0, T (], the disturbance w(t) is restricted by ft OTf w®)T w(t)dt
< Hy.

Assumption 2.2. As shown in Fig. 1, the mode-detection information is sent to the actuator by
wire transmission and the frequency of mode detection is much higher than data sampling. Con-
sidering the wide usage of digital controllers, the control information of all subsystems is produced

3
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Figure 1: System plant

and sent into the actuator. In other words, a mode-decision unit is introduced before the actuator
to distinguish the executive state-feedback controller gain. Based on this assumption, the asyn-
chronous phenomenon between the subsystem and its corresponding controller is out of scope of
this paper.

2.2. Cyber attacks

A type of deception attacks, namely false data injection attack, is considered in this framework.
Then, the state-feedback controller under the false data injection attack can be expressed as:

u(t) = Ko (x(t) + £(1)) (2)
where K, is the corresponding feedback controller gain of each subsystem to be designed.

Assumption 2.3. Suppose that the introduced false data injection attack {(t) satisfies the following
condition:

I @ <l Gx(@) |2 3)

where G is a given matrix.

Remark 2.1. Similar to [39, 40], a matrix G is defined as the restrictive condition of false data
injection attacks, whose value is determined by attack detections. Suppose that the adversaries
produce the cyber attack based on the current system state with {(t) = {(x(t)). Then, the attack
signal changes with the variation of system state under the restrictive condition Eq. (3). In such a
way, the adversaries are easier to escape from network security detections.



Journal Pre-proof

2.3. Event-triggered mechanism

To optimize network resources further, an event-triggered mechanism similar to [1] is intro-
duced to judge whether the current sampled data should be released or not. 7/ is defined as the
triggering instant while 4 denotes the constant sampling period. The control signal u(#;/) is holden
by the ZOH until next event, which depends on the following triggering mechanism:

fih = fh + min {vi | ef (NQex(t) 2 6x" (th)Qux(tih) (4)
v>1,ve

where the state error e (f) £ x(th) — x(th + vh), v € {1,2, -+, tre1h — tth — 1}, x(t.h + vh) is the
current sampling data to be determined whether it should be sent out, and x(#;/2) denotes the last
released data. QQ > 0 is a symmetric weighting matrix while ¢ € [0, 1) is a prescribed index.

For network uncertainties, the transmission delay is taken into consideration. Therefore, the
released data x(tyh), x(t1h), x(t,h), - - - will reach the controller side at the instants (foh + 1), (114 +
71),(hh + 13),---. 7; € [0,7) denotes the time variant transmission delay, where 7 > 0 is a
prescribed value.

For the sake of analysis below, inspired by [1], we divide the interval [t;h + Ty, tip1h + Tiyr)
into several subintervals as shown in Fig. 2. Let ¢ 2 yh+ 1, S kw £ 1h+ vh + Ty, and
Xk, £[S kvs S kv+1), then it is not difficult to prove that there always exists a constant vy, > 0 which
makes [sk, Ske1) = Up2oxes-

————— 0—0—0{0F¢-----—0—0—0—0—
0h 1h 2h
1h 2h 3h v-I)h vh(v+D)h
\ N TTTT N N \ N
t{)h\ t1h\\ tkh < \‘tk+1h\
\

. 10 W - Xk i

t0h+1.'0 t1h+‘[] tkh+‘l'k T i I ’Il t"+’h+T"+’

O Sampling sequences L S —
[1 Releasing sequences i Sk r=tih+(v+Dh+t g i
Y7 Arriving sequences T TTTTTTTTTTTTTToToooooooooooooos

Figure 2: Time sequences of the event-triggered mechanism

Remark 2.2. From the event-triggered mechanism (4), our method is formulated in the continuous-
time domain. However, if we assume the current sampling instant is kh, then (k + 1)h will be the
next sampling instant. As defined, toh,t1h, th,--- are the releasing instants, it is easily deduced
that vih = ti.1h — th > h, where v;h represents the release period. From this point of view, h can
be seen as a lower bound of the release period to exclude the Zeno behavior.

Remark 2.3. With the development of digital sampling technology, the sampling interval is ap-
proaching to the level of 1ms, even much lower. Relatively, because of the inertia of practical sys-
tems, the system switching interval converges towards the level of 10ms. Hence, we assume that
the system switching interval is always larger than the sampling interval, i.e., h < (I —1,)/2,
where {l,} are switching instants. It is of great significance to discuss the relation between the
triggering instants and the switching instants.
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2.4. Co-design of the controller and ETM

In this part, we aim to establish the exact analysis model of the switched system based on the
introduced event-triggered mechanism. Inspired by [1], for ¢ € [gk, Sk+1), the analysis is focused
on the subinterval [S,,Sk,+1)- Fort € [Sky, Skv+1), defining n(t) = t — tyh — vh yields :

Mn ST <) Sh+T=ny (5

where 7, 2 min{r;}, T £ max{z,}.
Combining the definition of e,(?) , (¢) and Eq. (2), we have

u(t) = Ko (x(t = (1) + ex(t) + {(txh)), 1 € Xy (6)

For the whole interval [0, 7], the switching instants and the triggering instants are intertwined
and irregular. Considering Remark 2.3, it is not difficult to find that there are two distinct situations
: (1) over the time interval y;,, the switched system dwells in a subsystem; (ii) over the time interval
Xk, one and only switching occurs. Then, for ¢ € y;,, the resulting system formulation can be
expressed as two cases.

Case 2.1. Within the interval S, Srv+1) € [Sks> Sk+1), there is no switching. Combining Eq. (6)
and the system (1), we have

{x(f) = AgnX(1) + Bo Ky (x(t — (1)) + ex (1) + L (1xh) + Eqyo(D), 1€ [SkysSkve1)
x(1) = ¢(2), t € [-num, 0]

where ¢(t) is a continuously differentiable function on [—ny, 0] to supplement the initial condition
of the state x(t).

(7

Case 2.2. We assume ¢ < - lpop < Spy < Iy < Sk < g1+ < Guvr with o(ly) € £. Within
the interval [S ., S k.v+1), there exists and only exists one switching. Then, we have
X(1) = Ag, ) X(0) + Boy) Ko, (x(t — 1(2))
+ e(t) + {(1h)) + Egq,_ ) w(D), 1 €[Sk ly)
X(1) = Ag,)X(1) + Bo) Ko, (x(t — n(1)) (8)
+ en(t) + L(1h) + Epq,yw(D), 1€ [ly Skver)
)C(t) = ¢(t)9 re [_UM, O]
Remark 2.4. As mentioned in the Introduction, [26] considers networked switched systems with
the assumption that no more than one switching is permitted within [y, Si+1), which deviates from
practical situations. In this work, some uncertain switchings can occur over [, Si+1). Relatively

speaking, it comes to the conclusion that no more than one switching can occur over [Sy.,, S ry+1)
based on Remark 2.3.

2.5. Problem statement

Before proceeding further, the following statements should be made, which will greatly con-
tribute to the establishment of the main results.



Journal Pre-proof

Ny(T1, T,) represent the switching number over (T, T,), if there exist a positive constant T, and
a positive number Ny (the chatter bound) satisfying Ny (T1,T2) < No + (T2 — T1)/ 7, we define 1,
as an average dwell time over (T, T»).

Definition 2.1. (Average dwell time [20]): Given a time interval (T|,T,) with 0 < T, < T, let

Definition 2.2. (Finite-time boundedness [21]): Given positive constants ci, ¢z, T, a positive def-
inite matrix R and a switching signal o (t), if

max x’ (O)Rx(6) < c; = x" () R(t) < ca, te[0,Ty) )

—-nm<6<0

holds, the switched system (7) and (8) is called to be finite-time bounded.

Lemma 2.1. ([41]). Extended Wirtinger Inequality : For PT = P > 0, the following inequality
holds:

a , 1 [ [P o]]e
[woro: 2 o)) "

where Q; = x(a2) — x(a1), Qs = x(a)) + x(ay) — =2 f;z x(s)ds.

ar—aj

Lemma 2.2. ([20]). Given x € R" and a symmetric matrix W € R™, the following inequality
holds:

Aoin W) X x < XTWx < A W) xT x (11)

Based on the preliminary knowledge and analysis, the main purpose of this work is declared
as follows: With the established system formulation (7) and (8) from the system (1), given pos-
itive system indexes cy, ¢, Ty, positive definite matrix R, disturbance related parameter H), and
deception attack related parameter matrix G, our major target is to design applicable event-driven
controllers and derive suitable constraints of the average dwell time, such that the concerned sys-
tem is finite-time stable with respect to (¢, ¢2, T, R, Hy, G).

3. Main results

In this section, sufficient conditions are proposed in Theorem 3.1 to make the system finite-time
stable under cyber attacks. The design of switched sub-controllers will be presented in Theorem
3.2

Theorem 3.1. For given positive constants ci, 2, T, N, Mu, Ky @, 7y, 6,0, Hy with p > 1, ¢ < ¢,
and positive definite matrices R € R™" and G € R"™", the switched system in (7) and (8)
is finite-time bounded with respect to (ci,c2, T¢, R, Hy, G) and the minimum admissible average
dwell time is T, if there exist positive definite matrices Pf e R [ e{l1,2,3,4,5}, Q € R
and N", M!", m € {1, 2} with appropriate dimensions such that V(i, j) € £ X £,i # j

1111 * *
H(ln) = Hz] sz * < O,n € {1,2} (12)
()
H31 0 _P?
Pl <uP,l1€{1,2,3,4,5) (13)



Journal Pre-proof

Aa/A
ey CoA4/ Ay (14)
alz(1+0)/A +yHy
T¢In
T2 = ¥y (12
In(caA4/A2) — In(e1 A3(1 + )/ A1 + yHy) — aTy
where
= * * * ok % * %
—ZPZ.1 =P * x  ox % ® %
6P 6P} —12P% x  x  x  x  x
I 0 0 0 Hy ook % *
WTIKIB'PY By 0 Es B ox ox x|
Kl.TBiTP} 0 0 0O 0 - =% =
ElT P} 0 0 0 0 0 -y =
Kl.T BI.TPI.1 0 0 O 0 0 0 -1
mAi 0 0 0 n,BK; 1n.BK; nnE; n.BiK
I BA; 0 0 O BBK; PBBK;, PBE BBK,
2 0 000 +o \o 0 0 |
0O 00O G G 0 0

) = [0 BN 0 0 BN 0 0 0],

oy =[0 0 0 pM" pM? 0.0 0.

I, = diag{ - P4 P51 -Q7' -1},

:.1:AiTP,-1+PiA,~+P2+P3 aP! — 4P} By = 4P} — ¢ P2 + N! + NI,

Hy= =P} - M2 - MY 5= ~N? - N, Es= M* —M!,Zg=-N>-N* + M! + M,

1 1 1

= NVm — Nms A= min(R), A= max(R)’
A3 = min{ i (PH}, A4 = max{A,a(PH}, (1= 1,2,3,4,5),

1 1
0=~ (2 = e T g = g+ (L ) (e - e“’””)
(04 (04 (04

Proor. Construct the following Lyapunov-Krasovskii functional candidate

Vo (1) = V1) + Vo 2(8) + Ve 3(8) + Vi a(t) + Vo 5(1) (16)

where

0'(t) 1) =x (t)P (;)x(t)

t

Vowa(t) = f e X" ()P x(s)ds
I=1m
f

Vo (1) = f e IxT ()P x(s)ds
t_

t
Voo a(D) = 1 f f A= 5T ()P  i(s)dsdv
=N, YV

8
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1=1Im
Voa.s(t) = ft f T ($)P K(s)dsdy

Case 3.1. Consider the system (7), that is, within every interval [Sy.,, S kv+1) € [Sk> Sk+1), there is
no switching. Suppose that only the subsystem mode i € £ is active in the interval [S.,, S ky+1)-
Then, fort € [Si., S kv+1), taking the derivative on V;(t) for (I = 1,2,3,4,5), we have

Vi(t) =aVi(®) + yo' (Dw(®) + x" (1) AT P! + PIA; + P? + P} — aP)x(t) + 2x" (DET Pl w(?))
+2xT ()K! BT P! x(t — n(t)) + 2x" (t)K! BY Ple(t) + 2x" (t)K! B! P! (t,h)
— X7 (t = )PPt — ) — €™ X7 (t — qag)Pix(t — ny) + 72,57 (P ()

+ (y — )X (P2 (1) —Umf eI (5)Pli(s)ds — f_” I ()P x(s)ds
I=Tm . =nm (17)
+ 26T (1)N; [X(l = Nm) — X(t = (1)) — f )'C(S)ds]

-n(1)
—1(f)

+2£7 (DM, [X(f — () = x(t = 1m)) — f jc(s)ds]
I=1nm

—yo! (Nw(r) + e (NQex(t) — e (NQe (1) + T (e (th) — L () (14h)

where £(t) = [¥'(1) xT(t=nw) = [L ok ()ds ¥t —nu) A=) €[() (1) {T(tkh)]T,

n

T T

Ni=[o N 00 N 00 0, andM;=[0 0 0 M" M 00 0.
According to Lemma 2.1, we have

_nmf e Ix (5)Px(s)ds < —nmf i (s)P{a(s)ds

I - (18)
<_[§<tm] [P;‘ 0 Hf(t)Tl]
= [EOTL| |0 3P |E(DT,

where Ty =1 <1 0.0 0 0 0 0|.T,=[1 I =21 0 0 0 0 0]
For matrices N;, M; and Pf > 0, we notice that

260N, [ itoxds < - e N NEew + [ Pl (19)
t-n(t) t=1(t)
1=11(t) - 1=11(f)
26T ()M, f s <t - no)E oM Ml + [ iPEids (20)
=nm

Combining the ETM in (4), the restricted condition of cyber attacks in Eq. (3) and Eq. (17)-
Eq.(20), we have

V(1) — aV(t) — yo! (Hw(r)
< &"(0) (T = T, T3 Ty + (0() = NP5 N+ (qaa = ()M} M) £(0)
9

1)
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Based on the sufficient condition (12), the following conditions are derived by using the Schur
complement

My = I, 53 Iy + (g — 0)N:P] NT <0 (22)
My = T, T3 oy + (par = ) MiP] M <0 (23)
Inspired by [42], one has
V(D) < V(1) + yo' (Dw(0), V1 € [S iy, Skas) (24)
Integrating both sides of (24) from S, to t, we have
Vi(t) < € SIVI(S ) + ¥ fs t e V0" ($)w(5)ds, ¥t € [y S ki) (25)
kv

Case 3.2. Consider the system (8), there always exsits an interval Sy, S rv+1) € [Sks Sk+1), Which
includes one switching. We assume [; < Sy, <1;j < Si,+1, where l;, [; are switching instants.
Fort € [Sk,, 1)), similar to the proof in Case 3.1, it follows from (25) that

A
V() < e 59V 00(x(S k) +y f W ()w($)ds, V1 €[Sk l)) (26)

S ky

Fort € [}, S iy+1), considering the sufficient condition (13) yields

!
Voy(8) < uVey() < pe™ TSIV 00 (x(S k) + py f "W ($)w(s)ds, Yt € [1j, S kys1) (27)
Sk,v

Taking together the analysis in Case 3.1 and Case 3.2, we can gain the result in the whole
interval [0, T¢]. According to Definition 2.1, we let Ny, be the switching number over [0, 7] and
{li, o, -+, I, } be the corresponding switching instants. Meanwhile, we define Sy, ), to be the
initial instant of the minimuin subinterval at the right of the switching instant /,. The two functions
W(l,) and I'(/,) are used to label the exact position on the release intervals and its subintervals with
ly € [swa,)> Seay+1) and Iy € [Swa,)ra,-1, S wa,)ra,)- Moreover, we define S E'(lq),r(lq) as the sampling
instant closely before § ) r(,), which yields 0 < S‘;(ll),r(ll) <l < Swipray < Sy <L <
Swirin < <Swqy yray,) < Wa < Sway,)rin) S T

Taking advantage of the continuity of V,(f) on each subsystem, combining Eq. (25) - Eq. (27)
and the sufficient condition (13), ¥z € [Swq,, )ray,, ). Tr)> We have

W(l2).I(l2)

10
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=S
Vit (8) < €S0 Vo (S i )
!
+ ’yea(t_SqJ(INm),r(le)) f wT(S)a)(S)ds
N

PUNg)TUNg,)

< ea(t_s PUNg)TUNg, ) [/Jea(s FNgn TN g) S ;‘(INsn WUNg, ))

SW(le),r(le) (—S). T
- (-
Vot 0O 9y, yray, ) + HY f e (s)w(s)ds|

S ‘;’(len )W ng,)
i3

=S
+ e My Tixy) f o’ (s)w(s)ds
S PG TUNg,)

a(t—Sy, ) _
e W) g I 1) (x(S Tn, ),F(lzvm)))

t

-S-
+ pye™ S v, f W' (w(s)ds

<p

YN g ) TNg,)

S5 s: -s
< /le(l’( \P(len)’r(len))[ea( \P(len)’r(lN:n) ‘P(len_l),r(len_l)) (28)

S ;‘(len WEUNg,)
Vertig 1) XS Wiy, )Ty, ) +7Y

S FlN g - DTN, -1

T (s)w(s)ds)

t

.
+ e vy, f @' (Hw(s)ds

PN ) TUNg,)

—S
< pue S0 DV Sy, g 1))
!

+ py e DTy -0) f W' (s)w(s)ds
S\P(len—l)’r(len—l)

< N, at 0

< e Vi) (x(0))

A
+ Vet f w! (s)w(s)ds
0

According to Lemma 2.2 and the constructed Lyapunov-Krasovskii functional candidate (16),
we can notice that

A
Vo0)(0) < fcl(l +0) (29)
1

Combining Eq. (28) - Eq. (29) and Assumption 2.1, we have
T A2 A Ngu aT s T
x (HRx(r) < A_VU(I)(I) < A—,u e (Vi) (0) + 1y w' (Sw(s))ds
4 4 0

(30)

A A
< e (Zei(1+ ) + yHy
Ay A4

11
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If u = 1, from the sufficient condition (14), one has
A A
*T(ORx(?) < /l—ze“Tf(fcl(l +0)+yHy < (31)
4 1

If 4 > 1, from the sufficient condition (15) and the defined average dwell time in Definition 2.1,
we have

Ty < In(cy44/A2) — In(c1 A3(1 + 0)/ Ay + yHy) — aTy

(32)
T, In u
Substituting (32) into (30) yields
Azci (1 + o) + 41, vH 44
xT(t)Rx(t) < 2A3¢1( 0) 1LYy o1, Co1 Ay Ty e (33)

e e
A1 Ay LAzei(l +0) + LiayHy
The proof is completed.

Remark 3.1. Throughout the whole proof, it is divided into Case 3.1 and Case 3.2, which are
corresponding to the system formulation (7) and (8). In Case 3.2, Nt € [l;, S +1), it comes to the
similar preliminary result as in Case 3.1 through some special mathematical techniques. It also
explains the necessity of the system formulation (7) and (8) from the point of mathematics.

On the basis of Theorem 3.1, the design of the sub-controller gains K, will be presented in
Theorem 3.2.

Theorem 3.2. For given positive constants ci,¢2, T ¢, 1, Mu, h, @, y, 0, 4, HM,pf(l =1,2,3,4) with
u > 1, ¢ < ¢y, and positive definite matrices R € R and G € R"™"x, the control loop (7) and
(8) is finite-time bounded with respect to (¢y, c2, Ty, R, Hy, G) with the controller gain K; = Yin.‘l,
if there exist positive definite matrices X; € R"™", Ff e R [ € {2,3,4,5}, Q € R™™ gnd
Y, Nlm, Z\Z’”, m € {1, 2} with appropriate dimensions such thatV(i, j) e £ X £,i # j

_ ﬁll * *
H(ln) = Ez] H22 i < O,n S {]., 2} (34)
o~
X; <pX;, Pl < uP',l€{2,3,4,5) (35)
A4/ 2
PP (36)

ci1A3(1 + )/ + yHy

N Tf lIl/.l
T =
“In(crAs/ ) = In(ci A3(1 + 0)/ Ay + YHy) — aT

Ty 2> (37)

12
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where
El * * ® ok * * *
—ZF? Ez * x  ox % * *
6F;L 6F? —12P;‘ X ok ok * *
M=l 2 o =2 & . ,
Y'B, E4 0 Hs B % * *
YYB 0 0 0 0 -Q =«
ET 0 0 0 0 0 —yl *
[Y'BI 0 0 0 0 0 0 =2p/X+plpil]
—nmAiXi 000 ntiYi ntiYi nmEi ntiYi
. = BAX; 0 0 O pBBY, pBY, PE; pBY,
2710 0 0 0 +oXi oX, 0 0 |’
0 0 00 GX; GX; 0 0

) = [0 BN 0 0 pN* 0 0 0],
oy =[0 0 0 pM" pM¥ 0 0 0.
sz = diag| — 2p?X; + p?p; P4 202 X; + p3p; P5 20 X; + pip ﬁ, -1},
= XAl + AX;+ P + P} —aX, - 4P}, B, = ~4P! — ¢ P> + N! + N/,
3= =P} - M}~ M} By =-N} - N/ [Es =M} - M}, Z=-N} -N} + M} + M/,
= Nv — N> /11 = ﬂmin(R), /12 = /lmax(R),
A3 = Min{1/ dax(X2)s Apin(PDY, Aa = max{1/ Din(Xi), Amar(PD}, (1 = 2,3,4,5),

1 m 1
0=—= (2 — e R 4y = T+ (] = ) 4 (e — e“”“))
a a a

[ [I]

Prook. Define X; = P!, P'= X;PIX,, [ € {2,3,4,5),Q = X,QX;,N" = X;N"X;, M = X;M"X,,
m € {1,2},and Y; = K;X,.
Notice that (oA — Z)A™' (oA — Z) > 0 holds for A > 0,Z > 0 and p > 0. It is equivalent to

—ZAZ < =2pZ + p’A (38)
Let A =Q"', Z = P and p = p} we have
—P!Q7'P} < -20'P} + plp}Q (39)
Similary,
—Pl-lP;rlPl-1 < —207P! + p*p? P} (40)
—P!PY' P! < —2p°P! + plp3 P (41)
-X;X; < —2p!X; + plpl (42)

By pre- and post-multiplying (12) with diag{,1,1,1,1,1,1,1, P}, P}, P!, 1,1} and theirs trans-
poses, pre- and post-multiplying with diag{X, X, X, X, X, X, I, X, X, X, X, I, X} and theirs transposes,
combining (39) - (42), it indicates that (12) is a sufficient condition for (34). Meanwhile, by the
appropriate transformations, it is not difficult to see (13) is a sufficient condition for (35). That
completes the proof.

13
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4. Illustrative example

In this section, the effectiveness of the proposed event-triggered communication scheme and
the theoretical results is demonstrated by an illustrative example.

L S,
S;
Vin tf‘ V. ——¢C R

Figure 3: The boost converter circuit

A boost converter circuit in Fig. 3 is modeled with two switching modes (S 1, S»). The system
matrices are described as follows:

o -1/ /L
SI'A1_>1/C —1/(RC)}’BI_[O] (43)
o 0 /L

Define the state variable x(¢) = [I;, V¢]" and the control input u(t) = V;,, where V;, is assumed
to be an alternating voltage. The remaining system matrices are

E = [‘;5],152 = [‘ﬂ 45)

In this work, we tend to assume the switched system unstable without feedback control, then the
system parameters are set as :L = 0.1H,R = 20, C = 5F. Suppose that ¢; = 0.02,¢, = 20,7 =
2s,h = 10ms,ny = 9ms,n,, = 3ms,a = 0.8,u = 1.01,y = 4,R = I,4,. For a predefined w(?) =
0.3/(1 + 1), according to Assumption 2.1, we choose Hy, = 0.06. Inspired by [39], the function of
—tanh(0.01x,(1))
—tanh(0.01x,(¢))
attack related parameter G = diag{0.01, 0.01} can be derived easily.

With the given parameters, our objective is to gain the maximum ¢ possible and the minimum
7, possible, and obtain a set of sub-controller gains K, such that the boost converter circuit
system is finite-time stable.

By using LMI control toolbox, the maximum value of ¢ satisfying Theorem 3.2 is obtained,
§ = 0.6, with p; = 0.1,p) = 0.05,p7 = p5 = p} = p3 = p] = p; = 1.5. Then, we choose two
representative values of ¢, 0.6 and 0.05, as two cases to illustrate the output responses.

the cyber attack £(¢) is supposed as {(¢) = [ ] According to Assumption 2.3, the

Case 4.1. 6 = 0.6. The corresponding controller gains and the weight of event-triggering condi-
tion are given by

Klz[—0.0515 0.2717],1{2:[—0.0767 —0.6512] (46)

14
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Figure 5: Trajectoriy of x(z) in the open-loop and the closed-loop switched system

[ 5.6428 -0.1363

Q= 01363 0.14

(47)

From (37), we have t; = 0.2106s. The output responses are depicted in Fig. 4 - 6 with the
initial state [0,0.14]7. At most 9 switchings are permitted in the interval [0,2s). A comparison is
made of the trajectories of xT (t)Rx(t) between the open-loop and the closed-loop switched system
in Fig. 4. We can notice that the value of x* (t)Rx(t) in the open-loop control exceeds the assigned
index ¢, = 20 while the closed-loop maintains in an acceptable level. It is clearly indicated that
the designed event-driven controllers can ensure the boost converter circuit system FTB under
cyber attacks. Meanwhile, only 8 sampling data are released comparing to the total number of
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sampling data Ny, = T¢/h = 200, which makes it clear the utilization of network resources are
indeed improved. Fig. 5 illustrates the corresponding trajectories of system states and Fig. 6
describes the corresponding control input. Every jump of the control input is consistent with the
switching instant or the receiving instant over time-varying networks.

Case 4.2. 6 = 0.05. The corresponding controller gains and the weight of event-triggering condi-
tion are given by

KI:[—O.O681 O.3641],K2:[—0.1032 —0.7965] (48)

O- [ 5.8719 —0.1417] 49)

—0.1417 0.1448
From (37), we have 7, = 0.2082s. For the convenience of comparison, the same switching
signal is chosen as in Case 4.1. Correspondingly, the output responses are illustrated in Fig. 7 -
9. On the whole, a similar conclusion can be drawn as in Case 4.1, i.e., the boost converter circuit
system is guaranteed to be FTB. Simultaneously, there still exist differences between Case 4.1 and
Case 4.2. With the value of 6 changing from 0.6 to 0.05, the releasing number increases from 9
to 20 as shown in Fig. 7. It is confirmed that the triggering threshold 6 determines the trigger
frequency. Meanwhile, from the perspective of control effect, Case 4.2 illustrates a higher control
level with a smaller value of xT (t)Rx(t), which can also be demonstrated by the system state in
Fig. 8. Of course, 6 = 0.6 is satisfactory for the prescribed bound c, = 20, which saves more
communication resources.

5. Conclusion

On the basis of the event-triggered mechanism, this paper has investigated the finite-time con-
trol problem for networked switched systems. By the specific design of physical plant, the syn-
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chronism between the switched system and its corresponding controllers is guaranteed. Sufficient
conditions for finite-time boundedness have been developed under network-induced delays and
cyber attacks. Then, the design methods of switched sub-controllers, optimal event-triggered pa-
rameters and restrictive average dwell-time switching law are presented. A boost converter circuit
has been introduced as an illustrative example. By using the LMI technique, appropriate system
parameters can be gained. Through detailed comparative analysis, it is demonstrated that the pre-
sented results can not only contribute to optimize limited network resources but also improve the

system security level.
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